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1. It has become clear that the governments of nation-states are seeking to project power in the cyber domain as they do in other domains and that this projection of power includes a military dimension. How does this reality impact on the interests and activities of non-government stakeholders and how can they best position themselves to accommodate it?
Regardless if we address military or non-military threats and means to mitigate them, we need to keep in mind that cyber security, just as cyber conflict, occurs on a spectrum between freedom and peace on one end of the spectrum and war on the other. Therefore, our success in fighting cyber crime will define how many tools and how easily available on the black market, potentially usable for national security relevant attacks against governments and societies. How well we balance freedom against security will define the scope of shared security concerns between governments and users. 
In this context one also needs to acknowledge that the term ‘cyber security’ carries, but does not always reveal, two inherently different disciplines – that of technical security and that of national security and international peace and security, the latter two not being identical by their goals and methods.

Pairing technical computer and network security with national security and international peace and security interests challenges the interplay between governments and non-government stakeholders. Inherently, governments have been regarded the security guarantors when it comes to military security. With the notion of ‘security’ nowadays encompassing challenges like climate, energy, economy and ‘cyber’, the securitizing and coordinating role of the government needs to be combined with capabilities, expertise and practices of private actors. As a point of departure, however, it is essential to acknowledge that the main roles of each of the actors have not changed – governments look at ‘cyber domain’ from national and international security perspective, aiming to set the right balance of rights and dues for all stakeholders, while other actors still primarily focus on their daily activities, simply acknowledging new vulnerabilities and threat vectors and optimizing their input and approaches to now increasingly collaborative risk management.
The question thus becomes one about justified ambitions and expectations of being involved in cyber security that encompasses routine technical security, freedoms of users, fight against cyber crime and national and international security concerns. There is a niche on that spectrum for every stakeholder, but one needs to critically assess its experience, expertise and mandate to identify its strengths and thereby point out fragments of the whole to most meaningfully contribute to.
2. What for each of the panellists would constitute a seriously damaging or even catastrophic cyber attack. What would be wider the implications of such an attack looking beyond each panellist’s own direct interests and activities?
Along the lines of my conviction that there is something each of us does better than others I do not dare, as a lawyer, to predict cyber doom scenarios. I consider striving for an all-inclusive ‘cyber expertise’ a mission unnecessary and impossible. Instead of trying to become an expert on everything, each of us should focus on deepening and better situate our expertise with the strategic road map and goals and rely on the expertise of other experts where needed.
From a legal policy perspective each cyber incident left unattended from a legal perspective is most damaging to the reputation of the whole (national or international) legal order. The discussion on the applicability of international law in cyberspace is shifting from an “if” to “how” – a question difficult to answer in one word. This makes every international cyber incident a valuable piece in the showcase as it reveals gaps and inconsistencies in international and national law that need to be “patched”. In particular, those who have so far advocated that international law applies are now facing the challenge of offering views on the implementation of existing law that would be acceptable to a wider community. A failure to do that might, however, bring us back to the “if” question.
We have some background to start analyzing the common legal grounds. The Tallinn Manual is but one example where the issue of applicability of international law to cyber warfare has been thoroughly clarified from an academic point of view so that other stakeholders can now compare the approach of a Group of Experts against their own convictions and attitudes. The Manual represents a restatement of LOAC/IHL from a cyber conflict perspective. Some other well established areas of law, however, (such as telecommunications, Internet Service Providers’ responsibilities, privacy and data protection, intellectual property law) might in a near future require restatement from national security and international peace and security perspective.
3. What does each panellist think that his or her own sector can bring to the international debate on cyber security? Why would it be in the interests of governments to entertain such a contribution and what would be needed to bring it about?
Academia has huge potential in clarifying and developing the interdisciplinary field of ‘cyber security’ to help governments get a better grip on it. Probably one of the biggest challenges so far has been to fully acknowledge how interdisciplinary the problem area really is – reaching from computer science to policy and international affairs, law, economics, military leadership and sociology. As a side note, there is a reason why experts with technical background do not use the word ‘cyber’ – comprising everything from satellites and weapon systems to pets, passports and home appliances the term is not sufficiently distinctive to fuel a constructive dialogue.

No area of expertise alone can drive solutions. A comprehensive approach to cyber security, however, requires simultaneous involvement of disciplines that so far have had little in common. 
The benefit of being able to create better synergy between these fields will feed well-balanced theories, experiments and solutions into governmental discussion and increase predictability and transparency of intergovernmental processes. At this point, we seem to have an intellectual competition established between disciplines and individual experts but often such a competition is more about originality than it is about constructivism.

The more the governments and international organizations are able and willing to specify the questions and tasks of their immediate interest the smaller the gap between research directions and diplomatic priorities. Many countries have recently invested into cyber security related R&D, this effort needs to be continued and combined with a smart customer approach.
NGOs can bridge regional experiences and practices and work to balance the interests of all stakeholders that otherwise lack the habit/culture of working together.
4. How would each panellist define success in terms of securing the Internet? What does each consider has been done especially well or badly at either a national or international level in terms of promoting cyber security?

I believe security online will gradually become a lifestyle, just as browsing the web has over time. Getting there may take many more incidents and maybe a generation, but provided we want to keep our current lifestyle – ‘cyber’ – we will all have to learn how to secure it. 
Gapping generations is one of the most difficult challenges we are facing – immediate attention to training more security specialists needs to be accompanied by empathic awareness campaigns among the population of users, comprehensive cyber security education at all school levels, better incentivized interdisciplinary research and a wiser community of subscribers to cyber security services. 
Currently, for too many stakeholders, including many governments, strategic cyber security is a forced rather than cognized necessity. To develop a consistent cyber security agenda, narratives will have to become less political and more empirical, deriving from realistic and practical threat, capability and priority assessments. 
The longer we allow a overall “cyber hysteria” to develop (be it emotional uses of terms of art by media and governments, ignorance of relevant disciplines and background systems by experts) the more time and money it will cost us all to clear the fog and constructively work together on prioritizing and consolidating our efforts.
We therefore owe each other a duty to put our expertise and arguments in a perspective and anticipate and accommodate questions and answers we may not be prepared to immediately resolve.
We also need to acknowledge that securing a way of life is a work without end. It is a continuous search for the right balance between freedom and security. Accepting collective responsibility is an important first step. Acknowledging a realistic and critically defined role of each stakeholder in this constantly changing equation is the next one. 
