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Building Capacities for Cyber Security Negotiations

This course examines international cyber security policy issues. 
Specifically, it analyses responsible state behaviour in cyber space and 
related concepts of international norms, confidence building measures 
(CBMs) as well as international cooperation in cyber space. The course 
building blocks include: 1) an overview of processes within the UN GGE, 
the OSCE, the OAS, and the ARF 2) a review of national cyber security 
strategy formulation trends, and 3) a simulation exercise to facilitate 
active learning. 

      Key benefits for you

The course will enable you to obtain a 
deeper understanding of:

•	 Current international cyber security 
policy issues

•	 National cyber security strategies

•	 Current cyber security consultations 
and negotiation efforts at the global, 
regional and bilateral levels

•	 Cyber security and international law

•	 Norms of responsible State behaviour 
in cyber space

•	 Confidence Building Measures (CBMs) 
and the role of international and 
regional organisations

•	 National cyber security strategies

GCSP

The Geneva Centre for 
Security Policy is an 
international foundation 
with 48 member states 
from across the globe 
that provides forward-
thinking and innovative 
solutions for leaders and 
policymakers concerned 
with international affairs 
and security in today’s 
complex, globalised 
world.

In the heart of 
“International  
Geneva”

Hosting over 35 
international 
organisations, more than 
250 non-governmental 
organisations, 252 
diplomatic missions, 
representations and 
delegations, Geneva 
represents one of the 
world’s richest networks in 
international affairs.

Participant profile

Mid- to senior-level foreign affairs 
government officials involved in foreign 
policy development and/or cyber security 
diplomacy. The course is primarily targeted 
to officials in permanent missions based in 
Geneva.

Faculty profiles

Lecturers and facilitators include  
senior experts and diplomats 
with practical experience and 
engagement in ongoing, global, 
regional and bilateral cyber security 
negotiations. Lecturers include 
Michele Markoff (USA), Karsten 
Geier (Germany), Dr. Eneken 
Tikk (Estonia), Dr. Nils Melzer 
(Switzerland), Dr. Mika Kerttunen 
(Finland), Ben Hiller (OSCE)



Alumni community 

Upon completion of the  
course, you will become part  
of the expanding GCSP 
alumni network of over 
4500 professionals and enjoy 
continued access to our events. 
Security policy conferences 
enable current and past 
participants to meet, debate 
policy issues and share ideas 
and experiences in an informal 
setting.

Admission 

For further details about the 
course and the application 
process, please contact:

      execedu@gcsp.ch

      +41 (0)22 730 96 00

Application deadline: 
7 March 2016

Tuition fees:  
This course is offered free of 
tuition

Language requirements: 
The course will be held in 
English. No interpretation will 
be provided.

Venue: 
GCSP 
Maison de la paix 
Chemin Eugène-Rigot 2D 
P.O. Box 1295 
CH-1211 Geneva 1

www.gcsp.ch

Connect with us on Twitter,  
Facebook and LinkedIn

Why you should attend

The course provides an extensive overview 
of international cyber security negotiations 
and current consultation and negotiation 
efforts. Participants will be exposed to the 
context in which cyber security is being 
addressed in global forums, such as the UN 
GGE, OSCE, and Asean Regional Forum. A 
simulation element will provide an active 
learning opportunity in which participants 
develop a consensus text on a specific 
principle central to the current inter-state 
debate on cyber security. 

Course focus

Course design

The course will cover the following topics:

•	 International cyber security: background and context

•	Current cyber security consultations and negotiation efforts at the global, regional 
and bilateral levels

•	 International cyber security issues and national cyber security strategies

•	Norms of responsible state behaviour and international law

•	Building confidence between states, including the role of international and regional 
organisations

•	Simulation exercise

The course is interactive in nature. Essential understanding is conveyed during a series 
of lectures followed by Q&A and interactive discussion of problem sets. A simulation 
exercise will be conducted on the second day to apply the acquired knowledge.

https://twitter.com/TheGCSP
https://www.facebook.com/thegcsp
https://www.linkedin.com/company/gcsp

