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The UN World Summit on the Information Society (WSIS) in 
Geneva 2003 Tunis 2005 

 

• Paragraph 36 of the World Summit on the Information Society (WSIS) 
Tunis Declaration (2005): 

• “36. We value the potential of ICTs to promote peace and to prevent 
conflict which, inter alia, negatively affects achieving development 
goals. ICTs can be used for identifying conflict situations through early-
warning systems preventing conflicts, promoting their peaceful 
resolution, supporting humanitarian action, including protection of 
civilians in armed conflicts, facilitating peacekeeping missions, and 
assisting post conflict peace-building and reconstruction between 
peoples, communities and stakeholders involved in crisis management, 
humanitarian aid and peacebuilding.” 



ICT4Peace	interlinked	Areas	of	Work:	
	
1.	CRISIS	Informa<on	Management	including	
using	ICTs,	new	media	etc.	at	the	United	
Na<ons	
	
2.	Cyber	Security	



Was ist das ?

Technology Development Programme 



7

Information break-down in crisis situation

New	media	

Mainstream	
media	

TradiFonal	
Sources	

• TwiRer	
• Flickr	
• Blogs	
• SMS	/	MMS	/	Mobiles	
• Social	networks	
• GIS	
• Crowdsourcing	
• Drones	

• CNN	/	BBC	/	Al	Jazeera	
• Local	/	NaFonal	TV	and	radio	
• Print	media	(mainstream	/	regional)	
• AlternaFve	print	media	

• Sit	reps	
• Open	Data	Open	Gov	Data	
• Humanitarian	InformaFon	Centres	
• Agency	databases	/	email	lists	
• Personal	contacts	/	relaFonships	



UN Secretary-General 2010 Crisis Information Strategy"
(A/65/491)	

			

•  Crisis information management strategy. The Crisis Information Management 
Strategy is based on the recognition that the United Nations, its Member 
States, constituent agencies and non-governmental organizations need to 
improve such information management capacity in the identification, 
prevention, mitigation, response and recovery of all types of crises, natural as 
well as man- made. The strategy will leverage and enhance this capacity and 
provide mechanisms to integrate and share information across the United Nations 
system. 


•  The Office of Information and Communications Technology (CITO), together with the 

Office for the Coordination of Humanitarian Affairs (OCHA), the Department of 
Peacekeeping Operations and the Department of Field Suppor (DPKO and DFS), has 
worked closely with United Nations organizations such as the Office of the United 
Nations High Commissioner for Refugees (UNHCR), the United Nations Children’s 
Fund (UNICEF), the United Nations Development Programme (UNDP) and WFP and 
other entities such as the ICT for Peace Foundation in developing and 
implementing this strategy. It is envisaged that membership will be expanded to 
include other United Nations organizations in the near future.  



CiMS		
Vision	

InformaFon	
Architecture/	
Governance	

Technology	
Development	

Stakeholder	
Management	

CriFcal	Success	Factors	

CIM	Strategy	

Business	Drivers	 Technology	Drivers	

• Leadership	
• 	Funding	
• 	EvaluaFon	

• 	Incrementalism	
	

STRATEGIC	PROGRAMMES	

Capacity		
Building	

Outcomes	
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The	Cybersecurity	Challenge	

	
•  Many	states	are	pursuing	military	cyber-capabili<es:	UNIDIR	

Cyber	Index:	more	than	114	naFonal	cyber	security	programs	
world-wide,	more	than	45	have	cyber-security	programs	that	give	
some	role	to	the	armed	forces.		

		
•  	A	private	can	obtain,	train	and	use	cyber	weapons	of	war.	

•  Damaging	of	a	country’s	certain	cri<cal	infrastructure:	
power,	transport,	financial	sector	etc.	is	possible.		

	

•  The	step	from	common	crime	to	poli<cally	mo<vated	acts,	even	
terrorism,	is	not	far.	

		



The	Cyber	Security	Challenge:	What	Can	be	Done	?	
		

•  	These	scenarios	show	that	we	need:		
	

–  to	engage	in	an	internaFonal	discussion	on	the	norms	and	principles	of	
responsible	state	behavior	in	cyber	space,	including	on	the	conduct	of	
cyber	warfare,	and	its	possible	exclusion	or	miFgaFon		(UN	GGE	Tallinn	
Manual	a	beginning)	

	
–  In	order	to	establish	a	universal	understanding	of	the	norms	and	

principles	of	responsible	state	behavior	in	cyber	space,	we	need	to	turn	
to	the	United	Na<ons	(such	as	UN	GA,	UNGGE,	WSIS		Geneva	AcFon	Line	
5)	

	
–  To	prevent	an	escala<on	we	need	to	develop		Confidence	Building	

Measures	(CBMs)	(e.g.	Bilateral	Agreements,	OSCE,	ARF,	UN	GGE)	

–  We	need	Capacity	Building	at	all	levels	(policy,	diploma<c	and	technical)	
to	include	also	developing	and	emerging	countries	

		
	





UN	Group	of	Governmental	Experts	(GGE)	on	Cybersecurity	–	
2015:	First	Set	of	Peace	<me	norms	of	responsible	behaviour	

	
•  GGE	report	confirmed	that	‘internaFonal	law,	parFcularly	the	UN	Charter,	is	applicable	and	

essenFal	to	maintaining	peace	and	stability	and	promoFng	an	open,	secure,	peaceful	and	
accessible	ICT	environment’.	

•  A	State	should	not	conduct	or	knowingly	support	ICT	that	intenFonally	damages	criFcal	
infrastructure	or	otherwise	impairs	the	use	and	operaFon	of	criFcal	infrastructure	to	provide	
services	to	the	public		

•  States	should	not	knowingly	allow	their	territory	to	be	used	for	internaFonally	wrongful	acts	
using	ICTs;		

	
•  States	should	consider	how	best	to	cooperate	to	exchange	informaFon,	assist	each	other,	

prosecute	terrorist	and	criminal	use	of	ICTs,	and	implement	other	cooperaFve	measures	to	
address	such	threats.		

	
•  At	the	same	Fme,	efforts	to	address	the	security	of	ICTs	would	need	to	go	‘hand-in-hand	with	

respect	for	human	rights	and	fundamental	freedoms	as	set	forth	in	the	Universal	DeclaraFon	
of	Human	Rights	and	other	internaFonal	instruments.	



International Processes: Council of Europe, OSCE, UN GGE, 
London, ARF 

Example CBMs 

Cybersecurity and Resilient Internet 



Confidence	Building	Measures:	Important	Progress	at	OSCE	(CH	
Presidency)	

•  NominaFng	contact	points;		
	
•  Providing	their	naFonal	views	on	various	aspects	of	naFonal	and	transnaFonal	

threats	to	and	in	the	use	of	InformaFon	and	CommunicaFon	Technologies;	

•  FacilitaFng	co-operaFon	among	the	competent	naFonal	bodies	and	exchanging	
informaFon;		

•  Holding	consultaFons	in	order	to	reduce	the	risks	of	mispercepFon,	and	of	
possible	emergence	of	poliFcal	or	military	tension	or	conflict	that	may	stem	from	
the	use	of	InformaFon	and	CommunicaFon	Technologies;	

•  Sharing	informaFon	on	measures	that	they	have	taken	to	ensure	an	open,	
interoperable,	secure,	and	reliable	Internet	,	and	on	their	naFonal	organizaFon;	
strategies;	policies	and	programs;	

•  Using	the	OSCE	as	a	plakorm	for	dialogue,	exchange	of	best	pracFces,	awareness-
raising	and	informaFon	on	capacity-building;	



BILATERAL	EFFORTS	IN	THE	FIELD	OF	INTERNATIONAL	AND	REGIONAL	SECURITY	
Track	1,	1.5	and	2	Dialogues	

	
	



ICT4Peace	Policy	Research	on	Peace,	Trust	and	Security	in	Cyberspace	



ICT4Peace	Cybersecurity	policy	and	diplomacy	capacity	building	
program	with	different	regional	organisa<ons.		



UN	GA	THIRD	COMMITTEE:	
	

	‘RIGHT	TO	PRIVACY	IN	THE	DIGITAL	AGE	(Snowdon)	

•  It	calls	on	states	to	review	procedures,	prac<ces	and	legisla<on	on	communica<ons	
surveillance	and	"to	establish	or	maintain	exis<ng	independent,	effec<ve	domes<c	
oversight	mechanisms	capable	of	ensuring	transparency,	as	appropriate,	and	
accountability	for	State	surveillance	of	communica<ons,	their	intercep<on	and	collec<on	
of	personal	data.”	

	
•  It	also	asks	U.N.	human	rights	chief	to	present	a	report	to	the	U.N.	Human	Rights	Council	and	

the	U.N.	General	Assembly	on	the	protecFon	and	promoFon	of	the	right	to	privacy	in	
domesFc	and	extraterritorial	surveillance	and	the	intercepFon	of	digital	communicaFons	and	
collecFon	of	personal	data,	including	on	a	mass	scale.	

	
•  At	the	same	Fme,	the	challenge	of	reconciling	the	occasionally	conflicFng	imperaFves	of	

ensuring	naFonal	security	and	respecFng	human	rights	cannot	be	ignored	by	governments	or	
ciFzens	alike.	At	the	mulFlateral	level,	the	UN	will	have	to	begin	to	address	the	cyber	security	
issue	in	a	more	coherent	fashion.		





Countering	Violent	Extremism	&	Mobile	Advocacy	in	
Myanmar	

ICT4Peace	at	SDG	Summit	in	New	York	



	

Thank	you	very	much	
danielstauffacher@ict4peace.org	



		
Cybersecurity	Incidents	

(Wired	Magazine:	hRp://www.wired.co.uk/magazine/archive/2015/10/start/infoporn-
cyberaRacks-state-sponsored-hacking)	

	1.		UNITED	STATES	2001-2015:	Target:	the	world.	Seriously,	the	
NSA's	reach	appears	to	be	limitless,	according	to	documents	leaked	
by	Edward	Snowden,	which	describe	a	vast	hacking	operaFon	aimed	
at	subverFng	the	internet's	infrastructure.	

2.		UNITED	STATES	2007:	The	US	launched	the	Stuxnet	worm	against	
Iran	to	sabotage	that	country's	nuclear	program.	
Outcome:	Stuxnet	succeeded	in	briefly	semng	back	the	Iranian	nuclear	
programme.	The	aRack	set	a	precedent	for	cyberwarfare:	countries	
now	launch	digital	assaults	to	resolve	poliFcal	disputes.	

		



Cybersecurity	Incidents	
(according	to	Wired	Magazine)	

	
3.	CHINA2009-2011:		China	allegedly	hacked	Google,	RSA	Security	
and	others	to	get	the	source	code.	The	hackers	who	breached	RSA	
obtained	core	data	used	in	the	company's	two-factor	authenFcaFon	
scheme	used	by	governments	and	corporaFons.	

		
4.	CHINA	2014:	China	breached	several	databases	belonging	to	the	
US	Office	of	Personnel	Management.	The	hackers	stole	sensiFve	data,	
including	Social	Security	numbers,	relaFng	to	more	than	21	million	
people	who	had	been	interviewed	for	government	background	checks.	
	
5.	UNITED	KINGDOM			2009-2013:	The	UK	hacked	Google's	and	
Yahoo's	undersea	cables	to	siphon	unencrypted	traffic.	According	to	
documents	leaked	by	Edward	Snowden,	the	UK	accessed	data	through	
taps	of	undersea	cables	belonging	not	just	to	these	companies,	but	to	
major	telecoms	too.	



Cybersecurity	Incidents	
(according	to	Wired	Magazine)	

6.	UNITED	KINGDOM	2012:	The	
UK's	Government	Communica<ons	Headquarters	(GHHQ)	
hacked	Belgacom	to	monitor	all	mobile	traffic	passing	
through	its	routers.	

	 		
7.	NORTH	KOREA	2014:	
Sony	Pictures	Entertainment	was	ajacked.	The	US	aRributed	
it	to	North	Korea	and	applied	addiFonal	sancFons	against	the	
country	and	specific	officials.	
	
8.	ISRAEL	2014:	Israel	allegedly	hacked	Russian	security	firm	
Kaspersky	Lab	to	obtain	intel	on	its	research	about	na<on-
state	ajacks.	It	also	struck	venues	in	Europe	where	the	UN	
Security	Council	met	to	negoFate	Iran's	nuclear	programm.	



Cybersecurity	Incidents	
(according	to	Wired	Magazine)	

9.	ISRAEL	2012:	Suspected	of	launching	the	Wiper	ajack	against	the	
Iranian	oil	ministry	and	the	Na<onal	Iranian	Oil	Company.	
	
10.	IRAN	2012:	Iran	allegedly	launched	a	virus	called	Shamoon	
against	oil	conglomerate	Saudi	Aramco's	computers.	US	officials	
blame	Iran	for	the	aRack	but	have	not	produced	evidence.	
	
11.	NORTH	KOREA	2013:	Computers	in	South	Korea	were	struck	by	a	
logic	bomb	that	caused	data	dele<on	as	well	as	preven<ng	
reboo<ng.	South	Korea	blamed
North	Korea	for	the	ajack	but	it	has	never	produced	solid	evidence.	
	



Cybersecurity	Incidents	
(according	to	Wired	Magazine)	

12		RUSSIA	2014:	Russia	allegedly	hacked	the	US	State	Department	and	the	
White	House.		The	ajackers	had	access	to	unclassified	emails	for	President	
Obama	as	well	as	non-public	details	about	his	schedule.	

13.	RUSSIA	2015:	TV5Monde,	a	French-language	broadcaster,	is	hacked	--	
reportedly	by	Russia.	A	group	calling	itself	the	CyberCaliphate	took	credit,	
but	French	officials	have	pointed	the	finger	at	the	Kremlin.	The	hackers	
blacked	out	broadcasFng	for	several	hours	and	posted	messages	expressing	
support	for	ISIS	to	the	TV	channel's	social-media	accounts.	

14.	IRAN	2011-2012:	Iran	launched	a	series	of	denial--of-service	ajacks	on	
US	banks.	Although	Izz	ad--Din	al-Qassam	Cyber	Fighters	took	responsibility,	
US	officials	claimed	Iran	was	retalia<ng	for	Stuxnet	and	UN	sanc<ons.	
	


