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AGENDA

Day 1
Opening remarks, introductions, group photo

Update on international cyber/information security policy (presentation by
Eneken Tikk and Mika Kerttunen):
e outcomes of the 2016/2017 UN GGE
* new initiatives and next steps in the international cybersecurity
dialogue

Coffee break

Update on ASEAN developments and trends (roundtable chaired by Daniel
Stauffacher)

e |essons learned

e priorities for 2018-2019

« discussion of state practice

Lunch

Recommendations for implementation of the 2015 GGE norms: examples and
recommendations (presentation by Eneken Tikk

* UN GGE-OSCE Roadmap for International Cybersecurity

e Chairman’s Impressions

* Norms commentary by UNODA

Coffee break
Status of application of international law in the context of state use of ICTs:

selected issues (due diligence, sovereignty, state responsibility, evidence)
(presentation by Eneken Tikk, followed by Q&A)



16.30-17.00

8.30-9.30

9.30-11.00

11.00-11.15

11.15-12.45

12.45-13.45

13.45-15.15

15.15-15.30

15.30-16.30

Summary and introduction to the table top exercise
(Daniel Stauffacher and Mika Kerttunen)

Day 2

Possible implications for ASEAN: GDPR and NIS Directive (presentation by
Eneken Tikk)

Table top exercise on applying and developing national strategy and
legislation in the context of state uses of ICTs (focus on the implementation of
the UN GGE guidance at national level)

Mika Kerttunen

Coffee break

Updates on national cybersecurity strategies: a normative reading
(Presentation by Mika Kerttunen, followed by Q&A)

Lunch

ASEAN norms and measures: regional input and expectations to the dialogue
on responsible state behavior (discussion chaired by Daniel Stauffacher)

Coffee break

Summary and conclusions, way ahead
Daniel Stauffacher



