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Plenary Session IV
Cyber Security: Strengthening Mutual Cooperation

[J Background

No longer hypothetical, cyber attacks have become precise and dangerous enough
to terrorize and paralyze nations around the world. The dangers of cyber attacks
have only increased as the world enters the 4th industrial revolution.

States recognize the level of danger cyber threats pose, and have improved cyber
capabilities accordingly. However. nations are still facing issues derived from
challenges such as difficulties in identification and the lack of international laws.

As the need for trust building and cooperation have become apparent in
cyberspace, cyber cooperation has become a stable diplomatic agenda. Especially
with the recognition of cyberspace as the fifth domain of operations. states are
increasingly initiating cooperative defense measures.

[J Puposes

To track changes of each nation’s cyber security challenges and threats and
discuss the status of multilateral cooperation for cyber security.

To establish common understanding for the necessity of mutual cooperation in
the cyber security field and share each nation’s cooperation model.

To discuss practical and effective cooperation measures and the endeavors to
implement the cooperation measures for the international community to establish
win-win cooperation in the cyber security field.

[J Key Issues

Changes in cyber security environment and responses against cyber attacks
Each nation’s cyber security challenges and posture
Exploration of a model for cyber security cooperation and its application

Tasks to establish cyber security regulations and cooperation measures of the
international community








