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Can arms control and disarmament contribute to a
secure cyberspace?

By Martin Dahinden, ICT4Peace
Abstract

The ongoing arms race in cyberspace poses risks to international stability and
security. Arms control and disarmament have thus far played almost no role in
international discussions. Experience from arms control is highly relevant to
the cyber domain, both for understanding the policy process and as an
inspiration for solutions. Existing arms control arrangements cannot simply be
transferred to the cyber domain, but they do draw attention to promising
approaches in areas such as no-first-use policy, de-targeting, non-proliferation,
confidence building, prohibition to develop certain hazardous technologies,
cooperation for peaceful purposes, regional arrangements, verification, or en-
forcement. Progress will depend primarily on whether key political actors (US,
China, Russia) can agree on common objectives. This in no way implies that
other states, multilateral organizations, think tanks, academia, and civil society
organizations have no role. Switzerland with its international credibility,
experience and technical know-how is particularly well suited to play an active
role, including during the forthcoming two years as a non-permanent member
of the UN Security Council

Introduction

Cyberweapons exist and are spreading rapidly (The world is witnessing a rapid
proliferation of cyberweapons and a real arms race is taking place in
cyberspace. The risks to international stability are considerable, but also
difficult to fully grasp. This should not be obscured by the war in Ukraine,
which is largely fought with conventional means.



Arms control and disarmament in the cyber domain have so far played a
subordinate role in the discussion. This is remarkable because arms control
was of enormous importance for global stability during the Cold War. This
experience is important for the cyber domain, both to understand the political
process and as a source of inspiration for concrete solutions.

Like cyber technology today, nuclear technology was once completely novel
and difficult to assess in terms of its impact. Comprehensive agreements failed
at first. In contrast, limited and pragmatic measures led over time to a
comprehensive arms control regime. Today, this approach is also promising for
the cyber domain.

Progress will depend primarily on whether the key political actors (USA, China,
Russia) can agree on common goals. At first glance, the political climate is
unfavourable. However, arms control during the Cold War came into being
precisely at the height of international tensions after the Cuban Missile Crisis.

Switzerland is well placed to play a useful and active role in arms control and
disarmament initiatives in cyberspace. It does not belong to one of the political
blocs and has a worldwide network of foreign policy relations. In addition, it
has extensive experience in confidence building, arms control and
disarmament. Switzerland has the indispensable technical expertise, for
example in the National Cyber Security Centre (NCSC), in the army and in the
federal intelligence service.

The Swiss Federal Department for Foreign Affairs (FDFA) has expertise in the
area of international security policy and in the special Ambassador for
digitalisation. If necessary, expertise from universities, such as ETH, and the
private sector can also be mobilised within the framework of a negotiation
process. With the Conference on Disarmament and a large number of
institutions in the field of information and communication technologies,
Geneva is a global hub that is a natural fit. Political initiatives in this area are
also aligned with the broader objectives of Swiss foreign and security policy.
The upcoming two years as a non-permanent member of the UN Security
Council offer a variety of opportunities and a good starting point to launch
ideas, to identify and exploit promising avenues.

Cyberspace and cyber weapons

Most states have recognised the dangers of offensive cyber capabilities for



their national security, although cyber attacks cannot cause the same damage
as kinetic attacks. The Swiss Federal Council's Arms Control and Disarmament
Strategy 2022-2025 rightly states that "consideration should be given to the
extent to which arms control approaches could be used to address certain
cyber challenges - notwithstanding the fact that digital technologies do not per
se correspond to traditional armament goods".1

Cyber weapons are more complex than anything arms control and
disarmament have ever dealt with. Cyberspace as a sphere is already elusive. It
is the virtual space created by the global interconnection of ICT infrastructure
that allows information flows to circulate without geographical distance or
other traditional physical constraints.2 As a virtual sphere, cyberspace is
largely operated and used by the private sector.

Cyberweapons are computer codes that can threaten and cause physical,
functional or psychological damage to systems, structures or living beings.3
The spectrum is broad. At the more benign end is malicious software
(malware) that affects systems from the outside but does not technically
penetrate, for example software that generates massive data traffic to
overload servers. At the other end of the danger spectrum is malware that
penetrates even protected and physically isolated systems and inflicts direct
damage, not only to data, but possibly also with major physical effects, for
example by destroying military installations, weapons systems or infrastructure
(Computer Network Attacks CNA).

Armament in cyberspace takes place as a build-up of offensive (and defensive)
capabilities. No tangible, countable and controllable objects are created, as is
the case with conventional armed forces and kinetic weapons (tanks, missiles,
submarines, etc.). Accordingly, it is extremely difficult to quantify military
strength in the cyber domain with any degree of reliability.4 These are clear
indications that the experience gained from disarmament and arms control
cannot be transferred to the cyber domain without in-depth examination. This
important aspect is also pointed out in the Swiss Federal Council's Arms
Control and Disarmament Strategy 2022 - 2025.5.

Possibilities and limits for arms control and disarmament in cyberspace
Nevertheless, cyber weapons and military capacities in the cyber domain have

characteristics that make them predestined for arms control and disarmament.
Armament with offensive cyber capabilities can endanger political balances



and can - intentionally or unintentionally - lead to an escalation that is not
limited to the cyber domain but can also include kinetic means of combat. The
geopolitical context plays an important role, for example the rivalry between
the USA and China. The use of cyber weapons can cause great damage. Less
clear (and transparent) are the costs of the arms race in cyberspace, which has
often been an incentive to agree on limitations for military capabilities.

Also evident are the difficulties and obstacles to reaching viable agreements.
Verification in particular is difficult to imagine in the cyber domain. It could
expose one's cyber capabilities and sensitive technical information, and make
gaps in defensive capabilities visible to a potential adversary.

The technology of cyber warfare is only in its infancy. In the past, it was hardly
possible to ban or restrict weapons systems while they were still in the
development phase.

For offensive cyber operations, not only states (armed forces) come into
guestion, but also private, i.e. non-state, actors. This is relevant because it goes
beyond the logic of traditional arms control agreements.6

This complicated situation explains why disarmament and arms control have
been neglected so far and why international efforts have focused on
international humanitarian law and norms of good governance, which are
much less intrusive and mandatory.

Despite these factual obstacles, the main problem for the slow progress is not
primarily conceptual, legal and technical difficulties. It is the lack of interest of
the main actors to tie their hands with mandatory agreements.

It is precisely for this reason that the political process that once led to
successful arms control is instructive. The most important lesson is that
ambitious and comprehensive approaches are not a good starting point.
Pragmatic and limited steps, on the other hand, promise good progress even in
the long run. It is advisable to reach for achievable results, the low hanging
fruits, and to prepare for a long process in the same time.7

What concepts and building blocks from the fields of disarmament and arms
control measures can we draw inspiration from?8

A general ban on cyber weapons is not realistic in the foreseeable future. Even



a general ban on the use of cyber weapons is unrealistic because in the event
of a cyber attack, the attacked state will want to be able to retaliate in
cyberspace, which might reduce the risk that a state attacked with cyber
weapons will quickly switch to using kinetic means to exercise its right to self-
defence under Article 51 of the UN Charter. Moreover, it is difficult to imagine
that effective protective measures against cyber attacks can be developed
without mastering offensive cyber capabilities.

Under these conditions, the ban on the first use of cyber weapons appears to
be a realistic and at the same time significant goal in terms of security policy. In
this logic the possession of cyber weapons can does not weaken but can thus
deter first use.

An arms control agreement can define objects that are exempt from cyber
attacks (de-targeting) - not only civilian targets, as required by international
humanitarian law anyway, but also military targets with great potential for
escalation, for example, nuclear weapons infrastructure, military warning
systems, etc. The bilateral U.S.-China Cyber Agreement follows this logic.9

Many disarmament and arms control measures contain provisions on the non-
proliferation of weapons and technology. In principle, this is also conceivable
for cyber technology that can be used for military purposes. However, this is a
difficult undertaking because of the strong dual-use character and the large
role of the private sector. Little is known about international agreements or
arrangements on the non-proliferation of sensitive digital technology.10
Everything indicates that intelligence services are increasingly active in this
area and that states individually or jointly intervene against the proliferation of
undesirable technology.

Confidence-building measures (CBMs) are important to strengthen the
functioning of agreements. They are low-threshold instruments that need not
be legally binding. The novelty and unpredictability of cyber technology
suggests that great importance should be given to confidence-building
measures, drawing on the extensive experience from previous disarmament
and arms control agreements. There are a lot of studies on this including by
ICT4Peace Foundation.11

Would it be possible to prohibit the development of particularly dangerous
cyber technology in an agreement? Because the specific technologies are not
yet known (and therefore cannot be specified), the starting point would have



to be the prohibition of certain harmful effects. A precedent for this is the
environmental warfare convention ENMOD, which prohibits the use of
environment-changing technologies as weapons of warfare (artificially
generated earthquakes, volcanic eruptions, hurricanes, tsunamis, etc.).12
Similarly, a preventive ban on particularly dangerous cyber technologies is
worth examining and could contribute to the stigmatisation of cyber weapons
in the longer term.

Disarmament and arms control agreements often have provisions for
cooperation among states for peaceful purposes, for example for the peaceful
use of nuclear technology or chemical substances. The aim is not to discourage
states from joining an agreement out of fear to hamper legitimate activities. In
the cyber domain, there is much room for innovative solutions. It would be
worth examining, for example, the support of attacked states, which not only
contributes to the attractiveness of an agreement, but also increases the risk
for possible attackers.13

Regional agreements have always been important for arms control and
disarmament. Prominent examples are nuclear weapon-free or demilitarised
zones. Have regional agreements lost their importance because cyberspace is
everywhere and can hardly be clearly assigned geographically? That would be a
false conclusion. Regional agreements have great potential in the cyber
domain as well. Cyber arms race can emerge from a regional dynamic, and
existing forms of regional cooperation (ASEAN, OAS, OSCE, etc.) are good
formats for pragmatic progress. Discussions on cyber threats are already taking
place in many regional organisations.

In hardly any other area the verification of treaty provisions is as central as in
arms control and disarmament. If a state takes on far-reaching obligations, it
wants certainty in return that the other parties will also fulfil the obligations.
Effective verification is probably the most difficult element of an arms control
agreement in the cyber domain. But there is a large pool of solutions and room
for innovative approaches as well.

Political resistance and technical difficulties are no reason to refrain from
verification. The absence of effective verification measures reduces the
attractiveness of an agreement and can later become a stumbling block if
disagreements and accusations cannot be verified.



Parties to an agreement have a common interest in ensuring that violations are
excluded as far as possible and that, in the event of violations, the lawful state
is restored. This means sanctions. They are a difficult area and can quickly lead
into extensive political disputes. For the cyber area, it makes sense to design
innovative forms of sanctions.

Outlook

Arms control and disarmament in cyberspace are possible. They can make a
decisive contribution to stability, reduce the risk of war breaking out and limit
the impact of conflicts. There is extensive experience from arms control and
disarmament to date, both on the political process and on specific solutions.
But it has not yet been tapped and discussed in depth.

It is crucial that the US, China, Russia and others assume their responsibilities
and play a leading role. But this in no way means that other states, multilateral
organisations, think tanks, academia and non-governmental organisations
should be inactive. On the contrary: it is important that a broad discussion
takes place and political pressure is created. It is also important to have novel
and forward-looking models and approaches - knowing that the most brilliant
ideas will not achieve a breakthrough if the political will and the willingness to
negotiate on the part of key actors are lacking.
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